
Cyber Risks in the  
Manufacturing Industry

Why?
Cyber criminals may target manufacturers because there could be a high incentive to pay a ransom – if the factory floor shuts 
down, the entire operation shuts down. With the advent of robotics, artificial intelligence, and advanced manufacturing 
techniques, manufacturers are challenged to securely integrate older legacy systems. Complex manufacturing systems can 
also be hard to restore — making them appealing to the criminals who can use the length of the outage to demand higher 
ransoms.

The cyber risk landscape is constantly evolving. There are thousands of incidents every year. Knowledge of the latest risks and threats 
is one of the most important tools in your cyber defense arsenal to mitigate risk. Chubb not only provides cyber coverage, but also 
access to risk management professionals who can provide real-time protection once a data breach, network security, or phishing event 
occurs. So you can focus on what matters most—staying productive. 

Cyber risk for manufacturers continues to evolve with a higher risk for social attacks such as phishing.
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Cyber claims reported to 
Chubb from manufacturing 
clients increased by 10 percent 
from 2017—2018.

During the past three years, the 
median cyber incident costs (i.e., 
call center, notification, crisis 
response, etc.) reported to Chubb 
by manufacturing clients climbed 
to nearly $400,000.

In 2018, 86% of incidents reported 
to Chubb in the manufacturing 
industry were caused by someone  
outside the organization who had 
no ties to the organization.
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These external actions 
compromised servers  
55% of the time

and impacted  
individuals 
33% of the time.
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Services to Help Mitigate Cyber Risk:

For the latest information on current cyber threats, 
including instant access to our proprietary cyber 
incident data on the Chubb Cyber IndexSM, visit 
www.chubb.com/cyber.

Claims Scenario

A manufacturing company experienced a ransomware attack that resulted in the encryption of several of their files. After the Insured 
contacted our 24/7 incident response hotline, they were offered a consultation with an incident response coach and forensic experts 
from Chubb’s cyber panel. As a result of these discussions, the Insured chose not to pay the ransom. However, once the forensic firm 
began working on remediating the ransomware attack, they discovered that the Insured was also the victim of crypto-mining. Crypto- 
mining occurs when an unsuspecting party has coin mining (Bitcoin or other cryptocurrency) software installed into its system.

As a result of crypto-mining, the bad actor was able to secretly mine cryptocurrency at the expense of the Insured’s system. This type 
of surreptitious mining operation often leads to a drain on the processing power which extends to a degradation in service. In addition 
to the forensics firm and incident response coach, the Insured also incurred credit monitoring and notification fees, as Personally 
Identifiable Information (PII) was compromised in the attack.

Having a Cyber Insurance policy from Chubb enabled our client to understand the cyber damage to the fullest extent quickly and cost 
effectively rectifying the damage.

Learn ways to:

• Identify potential cyber threats

• Protect sensitive data

• Escalate issues to the right people

• Receive objective measurements on  
your company’s security performance

• Analyze security events

• Benchmark your organization against 
peers and competitors 

• Improve cyber security by making it 
easier to create stronger passwords

• Automatically log in to websites by 
eliminating manual password entries

• Change multiple passwords with the 
click of a button

SOURCE: The Chubb Cyber IndexSM and/or Chubb’s claims data (March 2019) 

The scenarios described here are hypothetical and are offered solely to illustrate the types of situations that may result in cyber incidents and or claims. These scenarios are not based on actual claims and 
should not be compared to actual claims. The precise coverage afforded by any insurer is subject to the terms and conditions of the policies as issued. Products may not be available in all locations, and 
remain subject to Chubb’s underwriting criteria. Whether or to what extent a particular loss is covered depends on the facts and circumstances of the loss, the terms and conditions of the policy as issued 
and applicable law.  Chubb has no obligation to provide any cyber services for loss mitigation or incident response. The policyholder is under no obligation to contract for services with any of the Chubb  
pre-approved loss mitigation or incident response service providers. The selection of a particular pre-approved loss mitigation or incident response service provider is the independent choice of the 
policyholder.  Loss mitigation and incident response service providers are independent contractors, and not agents of Chubb. Chubb assumes no liability arising out of any services rendered by a loss 
mitigation or incident response service provider, and Chubb does not endorse the service providers or their respective services.  Before a policyholder engages with any loss mitigation or incident response 
service provider, the policyholder should conduct its own due diligence to ensure the company and its services meet the policyholder’s needs. 

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at www.chubb.com. Insurance 
provided by ACE American Insurance Company and its U.S. based Chubb underwriting company affiliates. All products may not be available in all states. This communication contains product summaries 
only. Coverage is subject to the language of the policies as actually issued. Surplus lines insurance sold only through licensed surplus lines producers. Chubb is the world’s largest publicly traded property 
and casualty insurer. With operations in 54 countries and territories, Chubb provides commercial and personal property and casualty insurance, personal accident and supplemental health insurance, 
reinsurance and life insurance to a diverse group of clients. Chubb Limited, the parent company of Chubb, is listed on the New York Stock Exchange (NYSE: CB) and is a component of the S&P 500 index. 
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Top Cyber Risk for  
Small Manufacturers 
in 2018: Phishing

Top Cyber Risk for  
Midsize Manufacturers 
in 2018: Hacks


